NHOOPMALIMOHHAA ITAMATKA
«AupopManmoHHasi rPAMOTHOCTH 00yYAIOIIAXCS»
C KaXIIbIM TOJJOM MOJIOJIE’KH B UHTEPHETE CTAHOBUTHLCS OOJIbIIE, a IIKOJILHUKHU OJTHU U3
CaMbIX aKTHBHBIX MOJb30BaTeNnell Pynera. Mexay TeM, IOMHUMO OTPOMHOTO KOJIUYECTBA
BO3MOYKHOCTEM, MHTEpHET HECeT W MpoOJieMbl. DTa MaMmsaTKa JOJDKHA MOMOYb Tebe
0€301MacHO HaXOAUTKLCS B CETH.

KommnbrotepHbsie BUPYChI

KoMnbroTepHbIii  BHPYC - 3TO  Pa3sHOBUAHOCTh KOMIBIOTEPHBIX  IMPOTPaMM,
OTIUYUTETIFHOW OCOOEHHOCTBIO KOTOPOHM SIBISIETCS CIIOCOOHOCTH K pa3MHOKeHHuio. B
JOTIOJIHEHUE K 3TOMY, BHUPYChl MOTYT HOBPEIWUTH WM IOJIHOCTBIO YHUYTOXKUTH BCE
(aiinbl U JaHHBIE, OJIKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHHU KOTOPOro Obljia 3aIyIleHa
3apa)keHHas IporpaMma, a TakKe MOBPEIUTh WIM JaXE YHUYTOKUTH ONEPALMOHHYIO
CUCTEMY CO BceMM (aillamu B 1ejJoM. B OONBIIMHCTBE CIIy4aeB paclHpOCTPaHSIIOTCS
BHUPYCHI YEPE3 UHTEPHET.

Mertoasl 3aIUThl OT BPEAOHOCHBIX ITPOTPaAMM:

1. Ucnonws3yil COBpEMEHHBIE OIEPAl[MOHHBIE CUCTEMBI, UMEIOLIUE CEPhE3HBIN YPOBEHb
3aIUTHI OT BPEAOHOCHBIX MTPOrPaMM;

2. IloctosHHO ycTaHaBiIuBail mauytH (LUQPOBBIE 3aIlIATKHA, KOTOPHIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C LEJIbI0 JTOpa0OTKA NPOrpaMMmbl) M APyrHe OOHOBJIEHHS CBOEH
onepanuoHHoi cuctembl. CkaunBail UX TOJBKO ¢ O(UIIMATBLHOTO caiiTa pa3paboTyHKa
OC. Ecnu cymiecTByeT peKuM aBTOMaTHYECKOTO OOHOBJICHMS, BKIIFOUH €T0;

3. PaboTaii Ha cBOEM KOMITBIOTEpE MO/ MpaBaMU MOJIH30BATEN, a HE aAMHUHUCTPATOPA.
OTO0 HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HHCTATTUPOBATHCS HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Mcrionb3yil aHTUBUPYCHBIE TPOTrPAMMHBIE IPOLYKTBI U3BECTHBIX IPOU3BOIUTENEH, C
aBTOMAaTUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKHU JOCTYH K KOMIBIOTEPY /7151 HOCTOPOHHUX JIULL;

6. Ucnonp3yit BHENTHUE HOCUTENX WH(OpMaIK, Takue Kak (iemnika, Tuck uiu haiin u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIBIOTEpHBIE (ailyibl, MOJYyYEHHbIE M3 HEHAJIEKHBIX MCTOYHHUKOB.
Jlaxxe Te ¢aiibl, KOTOpbIE MPUCIAT TBOM 3HAKOMBIN. JIydle yTOYHU y HEro, OTIpPaBIIs
JIM OH Te0e uX.

Ceru WI-FI

Wi-Fi - 3T0 He BHJ Mepeaavn JaHHBIX, HE TEXHOJOTHSI, a BCETo JIUIIb OpeH 1, Mapka. Ere
B 1991 romy Humepnaniackas komranus 3apeructpupoBana Openn "WECA", dro
obo3nauano crnoBocoueranue "Wireless Fidelity", koropbiii mepeBOAMTCS Kak
"GecrpoBOHAS TOYHOCTH".

Jlo Hamiero BpeMeHHM Joluia apyras abOpeBuaTypa, KOTopas SBJISETCS TaKOW xKe
TexHosnorue. Iro adbopesuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha



CTaHAApT BHICIICW 3ByKoBoW TexHuku Hi-Fi, 4To B mepeBome o3HawaeT "BbICOKas
TOYHOCTB".

Jla, OecriaTHBIN MHTEPHET-IOCTYI B Kade, OTeIsIX U a’ponoprax SBISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXOJIa B HHTEepHET. HO MHOrue »5KCmepThl CUMTAIOT, YTO
obmenoctynubie Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeThl 110 6€30IaCHOCTH pabOThI B 00IIEAOCTYHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nauuHylo HHpopManuio yepe3 oOuieaoctynHeie Wi-Fi cetu.
PaboTas B HUX, )KeJIaTEIbHO HE BBOJIUTH MAPOJIHU JOCTYTIA, JOTUHBI U KaKHe-TO HOMEPA;
2. Ucnonb3yil 1 0OOHOBIISI aHTUBUPYCHBIE TIpOrpaMMBbl U OpaHaMayep. TeM cambIM Thl
obe3omacuiib ce0st OT 3aKauyKH BUpyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonb3oBannu Wi-Fi otkmioun ¢yskmuio "OOmuit moctyn k (aitnmam u
npuHTepam". JlanHas (QyHKIUSA 3aKpeiTa 1O YMOJTYAHHWIO, OJJHAKO HEKOTOPHIC
MIOJIB30BATENM AKTUBUPYIOT €€ JIJIs1 yI00CTBA MCIIOJIb30BaHMs B paboTe i yuebe;

4. He ucnonb3yit nmyomuunbiii WI-FI nnst mepenayu NTUYHBIX JaHHBIX, HApUMEp IS
BBIXO/Ia B COIIMAIbHBIC CETU WM B SJIEKTPOHHYIO MOYUTY;

5. Wcnonw3yii Tonbko 3amuiieHHoe coequHenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-anpeca BBOU UMeHHO "https://";

6. B wMoOunpHOM Tenedone otkiaroun  pyskuuo  "Tlogkmrouenune k- Wi-Fi
apromatudecku". He momyckail aBTOMaTHYECKOTO MOAKIIOUEHUSI YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoeTro coracusl.

CommanbpHEIE CETH

CouuasibHbIe CETH aKTUBHO BXOJST B HAIly YKW3Hb, MHOTHE JIOJM paOOTAIOT U KUBYT
TaM MOCTOsIHHO, a B Facebook yxe 3apeructpupoBan MUIIHap/l YEIOBEK, YTO SIBISIETCS
OIHOM CEeIbMOM BCEX JKUTEJEH IUIAHEThl. MHOrWe Mojb30BaTENd HE MOHUMAKOT, YTO
uHdopmarusi, pazMelieHHass UMM B COIMAIBHBIX CETAX, MOXET ObITh HaWjeHa U
UCITIOJIb30BaHA K€M YTOJTHO, B TOM YHCJIe HE 00s13aTEIBHO ¢ OJIariMy HaMEPEHUSIMU.
OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMAIIBHBIX CETSIX:

1. Orpannub crucok apy3ed. Y 1e0s B Jpy3bsiX HE JIOJDKHO OBITh CIIy4allHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3ammiail cBOIO 4YacTHYIO *u3Hb. He ykaswsiBail maposu, tenedoHsl, aapeca, IaTy
TBOETO POXIEHUS W JAPYrYI0 JUYHYI HWHGOPMAIHIO. 3TOYMBIIUICHHUKA MOTYT
UCIIOJB30BaTh Jake MHGOPMAIUI0 O TOM, KaK Thl U TBOU POJAMUTENH IUIAHUPYETE
MPOBECTU KAHUKYJIbI;

3. 3amuiai CBOr peryTaluio - IepKH €€ B UUCTOTE U 3ajJiaBail ce0e BOmpoc: XOTe Obl
ThI, YTOOBI JPYTHE MOJb30BATEIN BUACIH, UTO Thl 3arpyxaemib? [logymaii, npexie yem
YTO-TO ONyOJIMKOBATh, HAMMKMCATh U 3aTPy3UTh;

4. Ecnu Tl TOBOPHIIIB C JTFOJIbMH, KOTOPBIX HE 3HACIIb, HE UCIIOIB3YH CBOE PEAIbHOE UMS
U IPYTYIO TUYHYIO HHGOPMAIIMH: UMSI, MECTO KUTEIHCTBA, MECTO Y4€ObI U MPOYEE;

5. U36erait pasmemenus ¢otorpaduit B UuTepHeTe, r/1e Thl M300pa’keH Ha MECTHOCTH,
M0 KOTOPOW MOYHO OMPEIEIIUTh TBOE MECTOMOJIOKEHHUE;

6. [Ipu peructparuu B COIMAILHON CETH HEOOXOIMMO UCIOJIB30BATh CIOXKHBIE TIapOJIH,
cocTosire u3 OykB U U(p ¥ ¢ KOTMIECTBOM 3HAKOB HE MEHee §;



7. 1751 colManbHOM CeTH, MOYTHl U IPYTHX CAMTOB HEOOXOAMMO MCIIONb30BAaTh Pa3HbIC
naponu. Toraa ecnu Te0s1 B3J0MArOT, TO 3JOYMBIIUIEHHUKH MOJIY4aT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

QHGKTPOHHI)IC JCHBI'

DNEeKTpOHHBIE JACHBIU - 3TO OYEHb yIOOHBIM CIOCOO IUIATEXel, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPHIE XOTIT MOJIYYUTh 3TU JEHBIU.

DJIEKTPOHHBIC JEHBIU MOSIBUIUCH COBCEM HEAABHO M MMEHHO M3-3a 3TOTO BO MHOTHX
rocyzapcrBax 0 CHX IOp HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHu PyHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, T/I€ UX Pa3IeIsIIOT
Ha HECKOJIbKO BUJIOB - aHOHUMHbBIC U HE aHOHUMHBbIC. Pa3HuIla B TOM, UTO aHOHUMHBIE -
9TO T€, B KOTOPBIX pa3pemiaeTcs TMPOBOAWTH Olepanuu 0e3 UASHTU(UKAITIN
MOJIb30BATENsl, a B HEAHOHUMHBIX HWJCHTU(UKAIUS TOJIb30BATENs  SIBISICTCS
00s13aTeIHLHOM.

Taxoke ciienyer pa3audarh 3JIEKTPOHHbIE (PUaTHBIC JAEHBIU (PaBHBI TOCY/IaPCTBEHHBIM
BaJIIOTaM) U DJICKTPOHHBIE HE(UATHBIE IEHBIU (HE PABHBI TOCYIAPCTBEHHBIM BAJIIOTAM).
OCHOBHBIE COBETHI IO 0€30MaCHOMN padOTe C AIECKTPOHHBIMU JIEHbraMU:

1. IlpuBsku K cueTy MOOMJIBHBIN TenedoH. DTO caMblii yIOOHBIM U OBICTPBIA CIIOCOO
BOCCTAaHOBUTH JOCTYII K cueTy. [IpuBsizanHbiii TeaedoH MOMOXKET, eciu 3a0yelb CBOM
IJIATEKHBIN MTapOJIb WM 3alJICIIb HA CAUT C HE3HAKOMOTO YCTPOMCTRBA,;

2. Ucnonw3yii oiHOpa3oBbie apoiid. [lociie mepexo/ia Ha yCUIEHHYIO aBTOPU3ALINIO TeOe
yKe He OyZIeT yrpoKaTh OMACHOCTh KPakk WIIM MepexBaTa MIaTeXHOT0 NapoJis;

3. Beibepu cioxHbiii maposib. [IpecTynmHukam OyJieT HE MPOCTO yrajaarh CIOXKHBIN
napoib. HajexxHele maponu - 3TO Napoju, KOTOpbIE COAepk aT HE MEHee § 3HAKOB U
BKJIFOYAIOT B C€0S1 CTPOYHBIC U MPOMUCHBIE OYKBBI, ITU(PHI U HECKOJIBKO CUMBOJIOB, TAKHE
KaK 3HaK jJojuiapa, GyHTa, BOCKIUIATeIbHBIN 3HaK u T.11. Hampumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSIEIIb.

DNEeKTpOHHAs MoYTa

DNEeKTpOHHAs NOYTA - 3TO TEXHOJIOTHS M IIPEIOCTABISEMBIE €10 YCIYTH MO MEPECHUIKE U
MOJyYEHHUIO 3JIEKTPOHHBIX COOOUICHWM, KOTOpPbHIE paclpeAesisiioTcd B KOMIIbIOTEPHOU
cetd. OOBIYHO AJIEKTPOHHBIA TMOYTOBBIM SIIUK BBITJSIUT CIEAYIOIUM 00pa3oMm:
UMs_TI0JIb30BaTESI(@UMA_JOMeHa. Takke KpoMe Nepeadyn IpoCTOro TEKCTa, UMEETCs
BO3MOYXHOCTbH MepeaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C IEKTPOHHOM MOUTOM:

1. Hano BbIOpaTh mpaBUiIbHBINA MOYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOP
OecCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyYIlEe JOBEPSTh T€M, KOI'O 3HACIIb U KTO
IIEPBBIN B PEUTHUHTE;

2. He yka3biBaii B JIMYHOUM TouTe JUYHYIO MH(MOopmarmio. Hanmpumep, sydiie BeIOpaTh
"My3bIkanbHbIN_(panat@" wim "pok2013" BmecTo "Temal3";

3. Ucnons3yil ABYX3TAaIHYIO aBTOPU3ALMI0. DTO KOTAa HOMHUMO apoJisd HY’KHO BBOJHTH
KOJI, IPUCBhLUIaeMbIi 10 SMS;



4. BoiOepu clOXHBIN mapoiib. J[JI KaXI0ro MOYTOBOTO SIIMKA JODKEH OBITH CBOM
HAJICKHbIM, YCTOMYHUBBINA K B3JIOMY T1apOJIb;

5. Eciin ecTp BO3MOXHOCTBH HAIlUCaTh CaMOMY CBOM JIMYHBIMA BOIIPOC, MCHOJIB3YH 3Ty
BO3MO>KHOCTB;

6. Mcnonb3yld HECKOJBKO TMOYTOBBIX SIIUKOB. I[IepBBI i1 4aCTHOM MEPENUCKH C
aapecaTaMi, KOTOPBIM ThI IOBEPSAECIIb. JTO JEKTPOHHBIN a/IpeC HE HAJ0 UCIOIb30BaTh
IIpU perucTpaluu Ha popymax u caiTax;

7. He oTkpeiBail (haiiiel M ApYrUe BIOKCHHS B MUChMax, JaKe €CJIM OHH NPHIILIA OT
TBOUWX Jpy3ei. Jlydine yTouHu y HUX, OTIPABIISIIN JIK OHU TeOe 3TH (pailibr;

8. ITocie okoHuaHus pabOTHI HA TOYTOBOM CEPBUCE MEPE]T 3aKPHITHEM BKJIAJIKU C CAUTOM
He 3a0y/1b HaXkaTh Ha "BeiiT".

KubepOyumiHT niIn BUPTYaIbHOE U3ACBATEIHCTBO

KubepOymauHr - mpecienoBaHUe COOOUICHUSIMH, COJAEPXKALIUMHU  OCKOPOJICHMS,
arpeccHio, 3alyrMBaHUE; XYJIWTaHCTBO; COLMAJIbHOE OOMKOTHPOBAaHHE C MOMOUIbIO
Pa3INYHBIX HUHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOESPOYIITUHTOM:

1. He Opocatica B 60ii. Jlydmuii cmoco0: MOCOBETOBAThCS Kak ceOsl BECTH U, €CIU HET
TOT0, K KOMY MOKHO OOpaTUThCsI, TO BHAa4YaJle YCIIOKOUThCS. Eciin Thl HaUHEIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €111 OOJIbIIE pa30KKeTb KOHPIUKT;

2. Yupasnsii cBoel kubeppernyTauuei;

3. AHOHUMHOCTh B ceTH MHHUMas. CylecTBYIOT CHOCOOBI BBIICHHTb, KTO CTOMT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTouT BEeCTH XyJIUTaHCKUI 00pa3 BUPTyaJIbHOMU KU3HU. IHTEpHET pukcupyer Bce
TBOU JCHCTBUS U COXpaHSET UX. Y JANUTh UX OYJEeT KpaiiHe 3aTpyIHUTEIBHO;

5. Cobnronait CBOIO BUPTYaJbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuanuHbIi HeraTuB. OHOPA30BbIE OCKOPOUTENLHBIE COOOIICHUS TyYIlIe
urHopupoBatb. OOBIYHO arpeccus npeKpanaeTcs Ha HauajabHOU CTaNu;

7. ban arpeccopa. B mporpaMmmax oOMeHa MTHOBEHHBIMHU COOOIIICHHUSIMH, B COIIMAIBHBIX
CETSIX €CTh BO3MOYKHOCTb OJIOKHPOBKH OTHPABKU COOOIIEHUH € ONpeeIEHHbIX aJIPECOB;
8. Ecam Tel cBugerenps KubepOyiuiMHra. TBOM JEHCTBUS: BBICTYHNUTh IPOTUB
npecienoBaTens, II0Ka3arb €My, 4YTO €ro JCHCTBHUS OLEHHUBAIOTCS HETaTHUBHO,
NOJJIEPKATh KEPTBY, KOTOPOI Hy»KHA MCUXOJIOTHYECKAsi TOMOIIb, COOOIIUTH B3POCIIbIM
0 (haKTe arpecCUBHOIO MOBEJICHUS B CETH.

Moo6unbHbIN TenehoH

CoBpeMmeHHbIe cMapTPOHBI W TIUIAHIIETHI COJAEPKAT B ce0e BIIOJHE B3POCIHbBIN
GyHKIIMOHAM, U TENEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMU KOMITBIOTEPAMH.
OnnHako, CpeACTB 3alUTHI JAJI TO00HBIX YCTPOMCTB MOKa 04eHb MaJio. TecTupoBaHue u
MOMCK YSI3BUMOCTEN B HUX MPOUCXOJUT HE TaK UHTEHCUBHO, Kak Juis 11K, To ke camoe
KacaeTcs U MOOUJILHBIX TIPHIIOKESHHM.



CoBpeMeHHbIe MOOUITBLHBIE Opay3ephl YKe MPAKTUIECKU JOTHAIN HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacuupeHre GyHKIHOHaNa BiIeYeT 3a CO00M OOJBIIYIO CIOKHOCTh U MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He BCE MPOM3BOJUTENN BBIMYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTUUECKUE
YSI3BUMOCTH JIJISl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI /IJIs1 0€30MaCHOCTH MOOMIBHOTO TenedoHa:

Huyero He saBisieTcs no-HacTosimeMy OecruiaTHbIM. Bys ocToposkeH, BeAb Korja tede
mpemiaraloT OCECIUTaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO IUTATHBIC
YCIIyTH;

Hywmaii, npexnae yem otnpaButb SMS, ¢oto mimm Buaeo. Thl TOYHO 3HACIIb, TIE OHU
OyayT B KOHEYHOM uTOre?

Heo6xoammo 0OHOBIIATH ONIEPAIMOHHYIO CHCTEMY TBOETO CMapT(hOHa;

Vcrionp3yit aHTHBUPYCHBIE TIPOTPAMMBI 11 MOOMIIBHBIX TEJIe(POHOB;

He 3arpyxait npuiaokeHus OT HEM3BECTHOTO MCTOYHMKA, BEIb OHM MOTYT COJEpKaTh
BPEIOHOCHOE MPOTrpaMMHOE 00ECIICUECHHUE;

[Tocne Toro kak Thl BBIWJEHIL C CaiiTa, TJie BBOAWI JUYHYIO HH(OpMAIUIO, 3aiiu B
HACTPOUKH Opay3epa u yaanu cookies;

[lepuonuuecku npoBepsiii, KaKKue IJIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBOM HOMEP MOOUIILHOTO TeJIe(OHA TOIBKO JIFOASIM, KOTOPBIX ThI 3HACIb U KOMY
JIOBEpsiCIIb;

Bluetooth noyken ObITh BBIKIIIOUYEH, KOT/Ia Thl UM HE MOJIb3yelibesi. He 3a0biBait nHOT 1A
IIPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - ATO KpPACOYHBIE, 3aXBaThIBAIOUIUE pPa3BIICUEHUS,
00BEIMHAIOIINE COTHU ThHICAY YEJIOBEK MO BceMy Mupy. Urpoku uccienyroT 1aHHbI UM
MUp, OOIIAIOTCS IPYr C APYrOM, BBIMOJHSIOT 3aJlaHUs, CPAKAIOTCS C MOHCTpAMU U
MOJY4YalOT OIBIT. 3a YJIOBOJbCTBUE OHM IJIATAT: MOKYMAIOT [OHWCK, OIUIAYKMBAIOT
a0OHEMEHT WJIU PUOOPETAIOT KaKHE-TO OTIIUH.

Bce sty cpenctBa uayT Ha MOJNJAEpKAHUE M PA3BUTHE WIPhl, a TAKXKE Ha caMmy
0€30I1aCHOCTb: COBEPILIEHCTBYIOTCSI CHCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE MATUU
(g poBbIe 3aIIATKH JIJIs1 IPOTPAMM ), 3aKPBHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogoOHBIX UTpax CTOUT OMAacaTbCsl HE CTOJBKO CBOMX CONEPHHUKOB, CKOJIBKO KpPaXu
TBOETO MapoJis, HA KOTOPOM OCHOBAHA CUCTEMA aBTOPU3ALIUU OOJIBIIMHCTBA UTP.
OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecu npyro#t urpok Beet ce0s II0X0 WK CO3/1aeT Te0e HEMPUATHOCTH, 3a0JI0KUpPYH
€ro B CIIMCKE UTPOKOB;

2. lloxamyiics aaMUHHCTpaTOpaM WIPbl Ha TIUIOXO€ TOBEIEHUE HTOT0 WIPOKa,
YKEJATEIbHO MPUIOKUTh KAKHE-TO JI0Ka3aTelIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii muuHyo uHbOpMaIuio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIMaabHbIC TATYN U MOJIHI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE APOJIH;



7. Jlaxxe BO BpeMs MIPbl HE CTOMT OTKJIIOYAaTh aHTUBUpPYC. [Ioka TeI mrpaemb, TBOM
KOMITBIOTEP MOT'YT 3apa3uTh.

OUILIMHT UIIN Kpaxa JIMYHbIX JaHHbIX

OObIYHOM Kpaxel JeHer M JOKYMEHTOB CEroJlHi YXE€ HUKOro HEe YAMBUIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTHI 3JI0YMBIIUIEHHUKN IMEPEMECTUINCH B UHTEPHET, U
MPOJIOTIKAIOT 3aHUMATHCS " MTIOOUMBIM" EJIOM.

Tax mosiBHIIach HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUILIMHT, TJIaBHAS LIEb
KOTOPOTO COCTOMT B MOJTYYCHUH KOH(PUICHIIMATBHBIX TAHHBIX MTOJIb30BATENCH - TOTHHOB
u naposieit. Ha anrnuiickom si3bike phishing yutaercs kak ¢pummar (ot fishing - peiOHas
JIOBJIsL, password - mapoib).

OCHOBHBIE COBETHI 110 00pbOE C PUIIMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Ecim Thl mojo3peBaellb, YTO TBOs aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOIINUTh aJIMUHUCTPATOPAM pecypca
00 3TOM KaK MOXHO CKOPEE;

2. Ucnonb3yit Oe30macHble BEO-CaiThl, B TOM YUCIIE, MHTEPHET-MAara3uHoOB U MOMCKOBBIX
CUCTEM;

3. Ucnonb3y# cinoxHbIE U pa3Hble Mapoiu. Takum o0pa3oM, eciu Tedsl B3IOMAaroT, TO
3JI0YMBIIIJIEHHUKY TOJIyYaT JOCTYI TOJIbKO K OJHOMY TBOEMY IPO(UIIO B CETH, a HE KO
BCEM;

4. Ecnu Te0s B3JI0MaNH, TO HEOOXO0AMMO PEIYyIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
n00aBIIeHbI y T€OSI B IPY3bsiX, O TOM, UTO T€0S B3JIOMAJIH U, BO3MOKHO, OT TBOETO UMEHU
OyZeT pacchbulaThCs ClaM M CChUIKU Ha (DUIMHTOBBIE CAlTHhI;

5. YcranoBu HaaexHbli naposab (PIN) Ha MOOMIIBHBIN TeNe(OH;

6. OTKJII0UM COXpaHEHUE Maposis B Opaysepe;

7. He oTkpbiBail (aiiel U Ipyrue BIOKEHHS B MUChMax, JaKe €CJIIM OHU NPUIILIH OT
TBOUWX Jipy3ei. Jlydiie yTouHu y HUX, OTIPABIISIIN JIH OHU TeOe 3TU (hailiibl.

[Mudposas penyranus

[Mudposas penyranus - ’ToO HETaTUBHAS WU MO3UTUBHAA MH(OpMaIus B ceTu o Teode.
Komnpomerupytomass uHpopmalus, pa3MelieHHass B MHTEPHETE, MOXKET CEpbe3HbIM
00pa3oM OTpa3uThCs Ha TBOEH peanbHOU ku3HU. "LludpoBas penyrauus" - 310 TBOU
UMUK, KOTOPBINA (hopmMupyercs u3 HHPopMaluu o Te0e B UHTEPHETE.

TBOE MeCTO KUTENbCTBA, yueObl, TBOC (PMHAHCOBOE MOJIOKEHHE, 0COOCHHOCTH XapaKkTepa
U paccKasbl 0 OJIM3KHUX - BCE ATO HAKAIUIMBAETCS B CETH.

MHorue nogpoCTK JErKOMBICIEHHO OTHOCATCS K IMyOJIMKAUU JTUYHOU UHPOPMALIMK B
HuTepHeTe, HE MOHMMAas BO3MOXKHBIX MOCHeACTBUI. Thl 1ake HE CMOXKEIllb A0raaTbCs
0 ToM, 4TO ¢oTorpadus, pa3MelleHHas 5 JeT Ha3aj, cTajda MPUUYMHON OTKa3a MPUHATH
TeOs1 Ha padoTy.

Kommenrtapuu, pasmemienne TBoux (ororpadmii u Apyrue IeHCTBUS MOTYT HE
UCYE3HYTh JaXXe IOCJIE TOTO, KAK Thl UX YAAJIHIIb. Thl HE 3HACWIb, KTO COXPAHHII 3Ty
uH(OpMaIIIO, ToTaja JU OHa B MOMCKOBBIE CUCTEMbI U COXPAHUJIACH JIU OHA, a TJIABHOE:
YTO MOIYMArOT O TeOe OKpyKarolue JIOU, KOTOpble HAalAyT W yBUIAT 5T0. Haiitu



UH(OPMAITUIO MHOTO JIET CITYCTSI CMOKET JTIFO00M - KaK W3 TOOPBIX MOOYKISHUMN, TaK U C
HaMEpPEHHEM IIPUYUMHUTH Bpel. DTO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI I10 3aIUTE UGPOBOM pemyTaINK:

1. IMogymaii, mpexae yeM 4YTo-TO MyOJIMKOBATh M IepeaBaTh y ceOs B OJjore Wid B
COIIMAJILHOM CETH;

2. B Hactpoiikax npoduiisi ycTaHOBH OTpaHUYCHHS Ha MPOCMOTP TBOETO MPODUIIS U €T0
COAEPKUMOTrO, CAeal ero TOIbKO "1 apy3eit”;

3. He pa3Memaii u He yKa3piBail HH(OPMAITHIO, KOTOpask MOXKET KOT0-IM00 OCKOPOISAThH
WU OOMKATh.

ABTOpCKOE IPaBO

CoBpeMeHHBIE IIKOJbHUKH - AaKTHUBHBIC TOJB30BaTEed IM(POBOTO MPOCTPAHCTRBA.
OpHako JaneKko He BCE 3HAIOT, YTO MOJIb30BAHWE MHOTHMMH BO3MOKHOCTAMH HIHU(PPOBOTO
Mupa TpeOyeT cOOI0ICHHS MPaB HA UHTEIUIEKTYyaJIbHYI0 COOCTBEHHOCTD.

TepmuH "uHTEIEKTyaldbHass COOCTBEHHOCTH'" OTHOCUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HAuMhHAash C HOBBIX H300pETEHHH M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOAYKTHI W YCIyTU, W 3aKaHYMBasg KHUTaMmH, (ororpadusmu,
KMHO(DUIEMaMH ¥ MY3bIKQJIbHBIMU TTPOU3BEJCHUSIMU.

ABTOpCKHE MpaBa - 3TO IpaBa HAa UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MTPOU3BEICHUS
HayKH, JIUTEPATyphl U UCKyCCTBA. ABTOPCKHE MpaBa BBHICTYNAIOT B KAU€CTBE rapaHTUU
TOT0, YTO MHTEJUICKTYaIbHBIN/TBOPUYECKUMN TPy aBTOpa HE OyI€T HAPacCHBIM, 1acT EMy
CIpaBeUIMBbIE BO3MOXKHOCTH 3apaloTaTh Ha pe3yibTaTax CBOEr0 TPYJa, MOIYYHTh
U3BECTHOCTh W Npu3HaHue. Hukto 0e3 paspelnieHus aBropa HE MOKET BOCIIPOU3BOIUTD
€ro TMpOU3BEJEHUE, PACIPOCTPaHATh, IMYOJIMYHO JIEMOHCTPHUPOBATh, IIPOJIaBaTh,
UMIIOPTUPOBATH, MyCKaTh B MPOKAT, MYyOJIUYHO HCIHOJIHATH, MOKA3bIBATH/UCIIOIHSITH B
adupe wim pasmemats B UHTepHeTe.

Hcnonb3oBanue "mupaTckoro’ mporpaMMHOT0 00€CIIeueHUsI MOKET IPUBECTH K MHOTHUM
pHUCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM JI0 OJJOKUPOBKHU TBOETO YCTPOWUCTBA, T]IE
YCTaHOBJICHA HeJerajibHasi mporpamMma. He cTouT Taxke 3a0bIBaTh, UYTO CYIIECTBYIOT
JeraibHbIe U OeCIIaTHRIE MPOTPAMMBbI, KOTOPHIE MOYKHO HAWTH B CETH.

O noptaine

CeteBuuok.p) - TBOW TJIaBHBIM COBETUYMK B CETU. 37€Ch Thl MOXEIIb Y3HaTh O
0€30MacHOCTU B CETH TMOHSATHBIM M JOCTYMHBIM SI3bIKOM, a TNPU BO3HUKHOBEHUU
KPUTHYECKON CUTYyalluX 0OPAaTUTHCS 32 COBETOM. A TaKkKe MPUHSITH y9acTHE B KOHKypcax
U CTaTh CaMbIM ITU(POBLIM IPAKIaHUHOM!



